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Implementation Attacks

Bad Input




Types of Secrets

* What if the secret is compromised?
 How do we protect the secret from attack?



Credit: SF Public Library courtesy of Golden Gate NRA, Park Archives, Interpretive Negative Collection, GOGA-2316
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Traffic Moulding
Defenses against WF
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antichac

A BFORUMS @ MEMBERS M RECENT POSTS & LOG IN
PackpyTka caiita: *Bbisog B TOMN-10 = u G, noagHaTHE » 3000+ oT3bIBOB*

‘== NPEANATAIO BUPTYANDHLIE CEPBEPA
&' NMOAPA3AVYHUE LIEAV M MPOEKTDI.

@ ®uHaHcoBble 3aaaun/CoumnanbHble CeTn Mokynka, Mpoaaxa, O6MeH Tpadumk, uHcTannbl, 3arpysku - lMokynka, npoaaxa aa  Search...

" poAaaXa Ka4e€CTBEHHbIX 3arpy3ok

in 'Tpaduk, 1, 3arpy3ku - Mokynka, npoaaxa' started by sasagiant, 2 Mar 2017.

2 Mar 2017

[No6poro BpeMeHU CyTOK:
Mpeacraensiio BaweMy BHAMaHUIO CEPBUC MO npoaaxe MHctannos(kpome PY u CHIMN)!
[ocTynHbl 6onblumMe 06beMBI.
Mpocb6a yTOYHATb LiEHbl U AOCTYNMHOE KOJIMYECTBO B JIMYKE.
WHTepecHbl ONTOBbIE 3aKyMNKWU U NPOrpy3 Ha NOCTOSIHHOW OCHOBE.
sasagiant Bce cpeactea ans nporpysa Mbl npefoctaensieM camu,exe/dll.

New Member CrapT B Te4eHun 5-15 MUHYT.
Joined: 22 Feb 2017

Messages: ] .
Likes Received: 0 NHdopmaums no notokam :

. 0 TemaTuka : MUKCOBas
MpoucxoxaeHune Tpada : bupx +cnam
Pa6oTtaem c noagepa , MuH 3aka3 500
AOCTYMNHO . MUKC MMpa KaHaaa v toca
LleHa : Mukc Mmupa 100USD 3a 1k .(ueHa Ha 06béMbl 06roBapmBaeM OTAE/BLHO)
Hawwu koHTakThl : alen.sgor@exploit.im

Tema Ha Apyrux ¢opymax ..
https://fuckav.ru/showthread.php?t=32345&cdn=1

Last edited: 17 Jun 2018
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Cache-Based WF
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Cache-based vs Net-based WF

Resists net countermeasures Can be detected by victim
Robust to response caching Depends on hardware config
Works across NICs

Lighter attack model



Countermeasures

Power Analysis Attacks
Revealing the Secrets of Smart Cards

* Hiding
* Lowering the SNR

Stefan Mangard

Elisab T . .
Thomas e * Hiding in Time

* Hiding in Amplitude
* Masking
e Secret Invariance

* Separation in Time
* Separation in Space




Hiding in amplitude

* Idea: run a dummy prime and probe in the
background

* What is the effect on WF accuracy?
* What is the effect on performance?



Effect on Accuracy

ML with Cache Activity Masking
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Effect on Performance
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Sustainability
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Thank you!

» Dataset freely available under
CC-BY 4.0 license

* Contains:

e Thousands of memorygrams in
multiple settings

* Associated network traces
* Deep learning classifiers in Python

https://orenlab.sise.bgu.ac.il/p/RobustFingerprinting
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JavaScript Attack Results

Closed World — Base Rate 1%
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JavaScript Attack Results

Closed World — Base Rate 1%
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JavaScript Attack Results

Open World — Base Rate 33%
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JavaScript Attack Results

Open World — Base Rate 33%
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