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‘Standard’ Outline
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These Standards Are 
The Lifeline Of 

Billions Of Devices
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How Many?

Internet says:

Wi-Fi: >10 B

Bluetooth: >10 B 

Airdrop: >1.4 B
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Part 1: Wi-Fi
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How To Unleash The 
Power Of FullMAC
Wi-Fi Firmware?
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www.nexmon.org
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Backplane

Structure of Broadcom Wi-Fi 
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Structure of Broadcom Wi-Fi 
Chips
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NEXMON is a FullMAC
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NEXMON ‘bypasses’ or 
‘modifies’ the MAC layer 

processing in the firmware.
E.g., to enter monitor mode,
to exchange raw Wi-Fi frames, 

etc.

NEXMON is a FullMAC
driver modification

NEXMON
‘modifies’ 
D11 Core 
Processing



Slide
12

Assume you …

… have no cell
connection

… are in the
wilderness

… are
traveling

Ad Hoc Communication 
Scenario
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Abstract

The most wide
spread Wi-Fi ena

bled devices
are smartphon

es. The
y are mobile,

close to
people a

nd availabl
e in large qu

antities
, which

makes the
m perfect

candi-

dates fo
r real-w

orld wireless
testbed

s. Unfo
rtunate

ly, most smartphon
es conta

in

closed-s
ource FullMAC Wi-Fi chip

s that h
inder th

e modificat
ion of lower

-layer

Wi-Fi mechanism
s and the implementation

of new
algorith

ms. To enable
re-

searcher
s’ acces

s to lower-la
yer frame processi

ng and advance
d physica

l-layer

function
alities on Broadco

m Wi-Fi chi
ps, we

develop
ed the Nexmon firmware

patchin
g framework.

It allows users to create firmware modificat
ions for em-

bedded
ARM processo

rs using C code and to change
the behavio

r of Broa
d-

com’s real-tim
e processo

r using Assembly. Current
ly, our

framework support
s

nine Broadco
m chips availabl

e in smartphon
es and Raspbe

rry Pis. Our ex-

ample patches
enable monitor m

ode, fra
me injectio

n, hand
ling of ioctls

, ucode

compression
, flashp

atches,
software

-defined
radio capabili

ties, cha
nnel sta

te in-

formation extracti
on and access to debuggi

ng features
. To enhance

firmware

analysis
, we pre

sent a debugge
r applic

ation that dir
ectly accesses

the deb
ugging

core of the ARM microcont
roller executin

g the Wi-Fi firm
ware. Additio

nally,

we discuss
how Wi-Fi chi

ps can be protecte
d from malicious

firmware while

still allo
wing research

ers to run custom
code. Using Nexmon, rese

archers
can

unleash
the full cap

abilities
of o↵-th

e-shelf W
i-Fi dev

ices.

Keywo
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Channel State
Information Extractor

Shadow
Wi-Fi: Tea

ching Smartphon
es to Transm

it

Raw Signals
and to Extract

Channe
l State I

nformation

to Implement Prac
tical Co

vert Ch
annels o

ver Wi-Fi

Anonym
ous Aut

hor(s)

ABSTR
ACT

Wi-Fi chip
s o�er v

ast capa
bilities,

which are not acce
ssi-

ble thro
ugh the manufactu

rers’ o�
cial �rm

wares. U
nleash-

ing thos
e capabi

lities can
enable i

nnovativ
e applica

tions on

o�-the-s
helf dev

ices. In
this wor

k, we de
monstrate

how to

transmit raw IQ samples from
a large b

u�er on
Wi-Fi chip

s.

We furthe
r show how to extra

ct chann
el state

information

(CSI) on
a per fra

me basis.
As a pro

of-of-co
ncept ap

plica-

tion, we
build a c

overt ch
annel on

top of Wi-Fi to st
ealthily

exchang
e inform

ation between
two dev

ices by p
re�lterin

g

Wi-Fi fram
es prior

to transm
ission. O

n the rece
iver side

, the

CSI is us
ed to ex

tract the
embedded

information. B
y means

of exper
imentation

, we sho
w that reg

ular Wi-Fi clien
ts can

still dem
odulate

the und
erlying

Wi-Fi fram
es. Our

results

show that cov
ert chan

nels on the phys
ical laye

r are pra
ctical

and run
on o�-the-s

helf smartphon
es. By m

aking av
ailable

our raw
signal tr

ansmi�er, the
CSI extr

actor, an
d the co

vert

channel
applicat

ion to the re
search community, w

e ensure

reprodu
cibility and o�e

r a platf
orm for furth

er innov
ative

applicat
ions on

Wi-Fi devi
ces.

1 INTRODU
CTION

Wi-Fi can
be regar

ded as th
e de-fac

to stand
ard for w

ireless

local are
a netwo

rking, an
d the ins

talled ba
se is in t

he billio
ns.

Adherin
g to the

Wi-Fi stan
dard pro

vides for
interope

rability

and serv
es the ba

sic communicatio
n needs su

ch as Intern
et

access. M
ost Wi-Fi chip

s integra
te more adva

nced fea
tures,

which are usua
lly neither d

ocumented no
r expose

d to dev
el-

opers or
end user

s. For ex
ample, we a

re able t
o demonstrate

how to turn o�-the-s
helf dev

ices, suc
h as smartphon

es, into

full-�eg
ded so�

ware-de
�ned ra

dios (SD
Rs) by u

tilizing t
he

aforementioned
undocum

ented fe
atures. �

is provid
es mul-

tiple ben
e�ts ove

r existin
g SDR platform

s such as
WARPs [3

]

or USRP
s [5]. �

e la�er a
re built w

ith full �exi
bility in

mind,

but do n
ot run re

gular so�
ware sta

cks and
applicat

ions easi
ly.

Instead,
convert

ing o�-the-s
helf dev

ices into
SDRs al

lows

to easily
scale up

experim
ents to h

undreds
of SDR-

enabled

nodes, w
hile reta

ining th
e possib

ility to r
un regular

mobile

apps an
d support

ing device m
obility.

�is also facilitat
es
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experim
entation

outside
of lab en

vironments. Fu
rthermore,

the devi
ce speci

�c trans
mit and re

ceive ch
aracteri

stics are

maintaine
d.

While SDR
s provid

e for am
ple �exi

bility, th
e overhe

ad for

generati
ng raw signals

in so�ware
can be proh

ibitive.
In

contrast
, the use

of dedica
ted hard

ware for
signal pr

ocessing

allows t
o e�ciently modulate

sequenc
es of bit

s into wire-

less sign
als and

vice ver
sa. Espe

cially on the rece
iver side

,

continuo
us calcu

lations a
re requir

ed to pe
rform correlati

ons

to detec
t incom

ing fram
es. Hen

ce, for t
ransform

ing Wi-Fi

chips in
to SDRs

, it is be
ne�cial

to use a
s many of t

he exist
-

ing dedicate
d signal p

rocessin
g units as

possible
for both

the send
ing as w

ell as th
e receiv

ing path
. For the

receivin
g

path the follo
wing ex

ample illus
trates th

is trade
o�. Dur

ing

regular r
eception

, every Wi-Fi rece
iver nee

ds to �rs
t extract

channel
state inf

ormation (CSI) fro
m the long

-term training

�eld (LT
F) of a fr

ame’s pream
ble to ca

ncel the
e�ects o

f the

wireless
channel

and to d
emodulate

the tran
smi�ed dat

a. If

we aim
at implementing a

pplicatio
ns that r

ely on CSI, the
y

should a
void per

forming CSI
extractio

n on a sample bu�e
r

on their ow
n, but le

verage t
he alrea

dy exist
ing info

rmation

instead.
As one p

art of ou
r solutio

n, we, he
nce, sho

w how to

extract C
SI on a per-fra

me basis f
or use in

advance
d applic

a-

tions. Fo
r the sen

ding pat
h, the go

al is to s
upport s

ending

raw IQ samples from
a large b

u�er to
enable S

DR capabili
-

ties. �is allow
s, amongst ot

hers, to
modify regular

Wi-Fi

transmissions i
n arbitrary

fashion,
which is a dete

rministic

task eas
ily implementable.

As a proof-of
-concep

t applic
ation that use

s both SDR-

like tran
smissions a

nd CSI e
xtraction

capabilit
ies, we c

hose

to implement a new physica
l layer-b

ased covert c
hannel.

By means of
this cov

ert chan
nel, it is

possible
to stealt

hily

embed addi
tional in

formation int
o Wi-Fi fram

es. Ideal
ly, this

should n
ot impact the

receptio
n of such

frames by no
rmal

receiver
s. Yet it

allows t
o covertly

exchang
e inform

ation

between
two devices

Alice an
d Bob tha

t can observe
each

other’s r
adio com

municatio
ns. Similar to m

ost phys
ical laye

r

covert ch
annels, t

his chan
nel can b

e detecte
d and de

coded by

an eaves
dropper

(Eve), in
case she

knows th
e implementation

details o
f the channel

and has acce
ss to similar SDR

-like

function
ality or advan

ced sign
al analy

sis capab
ilities on

the

physical
layer. In

contrast
, this ch

annel w
ill be ind

iscernib
le

for unm
odi�ed o

�-the-sh
elf devic

es, whic
h do not a

llow for

1
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ABSTRA
CT

It is not c
ommonly kno

wn that o�-t
he-shelf

smartphone
s can be

converte
d into ve

rsatile ja
mmers. To u

nderstan
d how those jam

-

mers work
and how

well they
perform, we implemented a ja

mming

�rmware for
the Nexu

s 5 smartphone
. �e �rmware run

s on the

real-time process
or of the

Wi-Fi chip
and allow

s to react
ively jam

Wi-Fi netw
orks in the 2.4 an

d 5GHz b
ands usin

g arbitrar
y wave-

forms stored
in IQ sample bu�e

rs. �is allows
us to generate

a

pilot-tone
jammer on o�-the-sh

elf hardw
are. Besid

es a simple reac-

tive jammer, we im
plemented a n

ew acknowle
dging jam

mer that

selective
ly jams only tar

geted dat
a streams of a nod

e while k
eep-

ing other dat
a streams of the same node �owing.

To lower th
e

increased
power co

nsumption of this jam
mer, we im

plemented an

adaptive
power co

ntrol alg
orithm. We evaluat

ed our implemen-

tations in
friendly

jamming scenarios
to oppress n

on-compliant

Wi-Fi trans
missions an

d to prote
ct otherw

ise vulne
rable dev

ices in

industria
l setups.

Our resu
lts show

that we c
an selectivel

y hinder

Wi-Fi trans
missions in

the vicin
ity of our ja

mming smartphone

leading to
an increased

throughp
ut for oth

er nodes
or no blo

ckage

of non-ta
rgeted st

reams on a jammed node.
Consuming less t

han

300mW when operating
the react

ive jammer allows
mobile ope

r-

ation for more than
29 hours

. Our implementation
demonstrates

that jamming communication
s was nev

er that sim
ple and a

vailable

for every
smartphone

owner, w
hile still a

llowing s
urgical ja

mming

precision
and energ

y e�ciency. N
everthele

ss, it invo
lves the d

anger

of abuse
by malicious a

�ackers
that may take over

hundreds
of

devices to
massively jam Wi-Fi netw

orks in wide area
s.
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1 INTRODU
CTION

Wireless ra
dio communication

jammers have
been around fo

r de-

cades. �
ey are used

for strate
gic advan

tages, hin
dering an op-

posing pa
rty from exchangi

ng inform
ation, for

example, in a mili-

tary con�
ict or situ

ations wh
ere remote trigge

r signals
for explo

-

sive devices n
eed to be suppress

ed. �ey are also used to pro-

tect vuln
erable legacy systems from malicious

communication

[6, 7, 12,
19, 26, 30

, 31], for
example, pace

makers tha
t can be wire-

lessly reprogra
mmed without

encryptio
n and no authentic

ation.

Reactivel
y jamming all un

authorize
d communication

with those

devices c
an be a life s

aver and
protect a

patient’s
privacy [12, 31].

Besides u
sing jammers for fri

endly or public
safety applicatio

ns,

radio jam
mers are al

so subjec
t to abuse

. Whoever ow
ns a jammer

for GSM
and LTE

bands can
block cel

lular com
munication

and in

doing so a
lso hinde

r victims in distre
ss situatio

ns from using pho
nes

to make 9-1-1
calls to c

all for he
lp. Peopl

e tracked
by the go

vern-

ment with
GPS anklets m

ay use jammers to leave the
ir allowe

d

living zon
e but may additiona

lly disturb o
ther GPS

applicatio
ns in

their vici
nity. While those

applicatio
ns are de�

nitely ille
gal in most

countries
of the wo

rld (see [9
]), it is im

portant to
understan

d what

malicious a
�ackers

can achieve.
Existing

radio communication

hardware
carried around by ordinary

civilians
can participa

te in

a�acks th
at we nee

d to defen
d.

Smartphone
s, for ins

tance, may be the m
ost wides

pread rad
io

transmission enabled d
evices. �

ey are ca
rried aro

und by billions

of people
every day and are dense

ly distribute
d in metropolit

an

areas wh
ere peop

le consta
ntly communicate w

irelessly.
A mali-

cious a�
acker ov

ertaking
only a small fractio

n of these
devices

could cre
ate a netw

ork of densel
y distribute

d highly
capable r

adio

jammers that c
ould trig

ger a wid
e spread

denial of
service a

�ack

against w
ireless co

mmunication
. In addition,

reactive
jamming

would al
low to create

a mesh network
of cooper

ative dist
ributed

jamming nodes
that could

selectivel
y jam any other

communication

while kee
ping an open control c

hannel fo
r their co

ordinatio
n.

In this work
, we inve

stigate th
e feasibil

ity of smartphone
-based

wireless j
ammers, by im

plementing pr
oof-of-co

ncept �rm
wares for

the Nexu
s 5 smartphone

. �e goals ar
e always

friendly-j
amming ap-

plications
to either

hinder no
des from

transmi�ing non
-compliant

Wi-Fi signa
ls, or to p

rotect ind
ustrial re

sources b
y using la

rge num-

bers of em
ployee sm

artphone
s to defen

d against
a�acks o

n legacy

hardware
. Our con

tribution
s are the

following
:
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ShadowWi-Fi: Teaching Smartphones to Transmit

Raw Signals and to Extract Channel State Information

to Implement Practical Covert Channels o
ver Wi-Fi

Anonymous Author(s)

ABSTRACT
Wi-Fi chips o�er vast capabilities,

which are not accessi-

ble through the manufacturers’ o�cial �rmwares. Unleash-

ing those capabilities can enable innovative applications on

o�-the-shelf devices. In this work, we demonstrate how to

transmit raw IQ samples from a large bu�er on Wi-Fi chips.

We further show how to extract channel state information

(CSI) on a per frame basis. As a proof-of-concept ap
plica-

tion, we build a covert channel on top of Wi-Fi to stealthily

exchange information between two devices by pre�ltering

Wi-Fi frames prior to transmission. On the receiver side, the

CSI is used to extract the embedded information. By means

of experimentation, we show that regular Wi-Fi clients can

still demodulate the underlying Wi-Fi frames. Our results

show that covert channels on the physical layer are practical

and run on o�-the-shelf smartphones. By making available

our raw signal transmi�er, the CSI extractor, and the covert

channel application to the research community, we ensure

reproducibility and o�er a platform for further innovative

applications on Wi-Fi devices.

1 INTRODUCTION

Wi-Fi can be regarded as the de-facto standard for wireless

local area networking, and the insta
lled base is in the billions.

Adhering to the Wi-Fi standard provides for interoperability

and serves the basic communication needs such as Internet

access. Most Wi-Fi chips integrate more advanced features,

which are usually neither documented nor exposed to devel-

opers or end users. For example, we are able to demonstrate

how to turn o�-the-shelf devices, such as smartphones, into

full-�egded so�ware-de�ned radios (SDRs) by utilizing the

aforementioned undocumented features. �is provides mul-

tiple bene�ts over existing SDR platforms such as WARPs [3]

or USRPs [5]. �e la�er are built with full �exibility in mind,

but do not run regular so�ware stac
ks and applications easily.

Instead, converting o�-the-shelf devices into SDRs allows

to easily scale up experiments to hundreds of SDR-enabled

nodes, while retaining the possibil
ity to run regular mobile

apps and supporting device mobility. �is also facilitates

MobiSys’18, June 10, 2018, Munich, Germany.

2018. ISBN xxx-x-xxxx-xxxx-x/xx/xx. . .$xx.xx

DOI: h�ps://doi.org/xx.xxxx/xxxx
xxx.xxxxxxx

experimentation outside of lab environments. Furthermore,

the device speci�c transmit and receive characteristics are

maintained.
While SDRs provide for ample �exibility, the overhead for

generating raw signals in so�ware can be prohibitive. In

contrast, the use of dedicated hardw
are for signal processing

allows to e�ciently modulate sequences of bits into wire-

less signals and vice versa. Especially on the receiver side,

continuous calculations are require
d to perform correlations

to detect incoming frames. Hence, for transforming Wi-Fi

chips into SDRs, it is bene�cial to use as many of the exist-

ing dedicated signal processing units as possible for both

the sending as well as the receivin
g path. For the receiving

path the following example illustrates this trade o�. During

regular reception, every Wi-Fi receiver needs to �rst extract

channel state information (CSI) from the long-term training

�eld (LTF) of a frame’s preamble to cancel the e�ects of the

wireless channel and to demodulate the transmi�ed data. If

we aim at implementing applications that rely on CSI, they

should avoid performing CSI extraction on a sample bu�er

on their own, but leverage the already
existing information

instead. As one part of our solution
, we, hence, show how to

extract CSI on a per-frame basis for use in advanced applica-

tions. For the sending path, the goal is to support sending

raw IQ samples from a large bu�er to enable SDR capabili-

ties. �is allows, amongst others, to modify regular Wi-Fi

transmissions in arbitrary fashion, which is a deterministic

task easily implementable.

As a proof-of-concept application that uses both SDR-

like transmissions and CSI extraction capabilities, we chose

to implement a new physical layer-based covert channel.

By means of this covert channel, it is p
ossible to stealthily

embed additional information into Wi-Fi frames. Ideally, this

should not impact the reception of such frames by normal

receivers. Yet it allows to covertly exchange information

between two devices Alice and Bob that can observe each

other’s radio communications. Similar to most physical layer

covert channels, this channel can b
e detected and decoded by

an eavesdropper (Eve), in case she k
nows the implementation

details of the channel and has access to similar SDR-like

functionality or advanced signal analysis capabilities on the

physical layer. In contrast, this channel will be indis
cernible

for unmodi�ed o�-the-shelf devices, which do not allow for

1
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ABSTRACT

�e most widespre
ad Wi-Fi enabled

devices are s
martphones. �

ey

are mobile, close t
o people and available in

large quanti
ties, which

makes them perfect cand
idates for re

al-world wireless tes
tbeds.

Unfortunate
ly, most smartphones co

ntain closed-sourc
e FullMAC

Wi-Fi chips tha
t hinder the

modi�cation of lower-laye
r Wi-Fi mech-

anisms and the implementation of new algorithms. To enable
re-

searchers’ a
ccess to lower-layer

frame processing
and advanced

physical-lay
er functiona

lities on Broadcom Wi-Fi chips, w
e devel-

oped the Nexmon �rmware patchi
ng framework. It all

ows users

to create �rmware modi�cations
for embedded ARM processors

using C code and to
change the b

ehavior of B
roadcom’s real-time

processor us
ing Assembly. Current

ly, our framework supports �ve

Broadcom chips availab
le in smartphones an

d Raspberry
Pis. Our

example patches
enable monitor mode, frame injection, h

andling

of ioctls, uco
de compression and �ashpatches

. In a simple ping o�-

loading exam
ple, we demonstrate how

handling pin
gs in �rmware

reduces pow
er consumption by up to 165mW and is nine times

faster than in the kernel o
n a Nexus 5. U

sing Nexmon, research
ers

can unleash the full capa
bilities of o�

-the-shelf W
i-Fi devices.

1 INTRODUCT
ION AND RELATEDWORK

�e wide-spread
availability

of wireless
infrastructu

re is one of

the major factors
that lead to the success

of smartphones. �
eir

mobility makes them a perfect can
didate for m

obile testbed
s. Also,

the Internet
of things (Io

T) strongly
relies on wireless com

muni-

cation for monitoring and control app
lications. As a small and

cheap Wi-Fi-enabled
platform, the Raspbe

rry Pi is a good
candi-

date for exp
erimentation in this domain. Both platforms seek for

low-energy
consumption to enhance b

a�ery life. Hence,
they use

FullMACWi-Fi chips to
handle Wi-Fi-related t

asks in an embedded

processor th
at only wakes up the device’s

main processor if
frames

need handling by an application.
Unfortunate

ly, FullMAC chips

reduce the �
exibility to modify Wi-Fi’s behavi

or in testbeds and

research applications
. To circumvent this lim

itation, rese
archers

o�en employ so�war
e-de�ned rad

ios (SDRs) to
access lower

layers,
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which results in testbeds suc
h as NITOS [1

0] or CRC [6]. Schulz

et al. connec
ted WARP SDRs [1] to

Android devices in [12] to gain

access to Wi-Fi’s physic
al layer to change para

meters such as mod-

ulation schemes and transmit powers to
enhance vid

eo streaming.

�ese modi�cations
would also run on o�-the-shelf

hardware, bu
t

the blackbox
nature of Fu

llMAC chips forces
researchers

to either

move to overs
ized experim

ental platfor
ms or limit themselves to

the capabilit
ies of propri

etary Wi-Fi �rmwares as don
e by Eriksson

et al. for the
ir cross-laye

r optimizations in [3].

In this work, w
e introduce N

exmon [13], an open-source
frame-

work to write �rmware patche
s in C instead of Assembly with a

special focu
s on modifying Bro

adcom FullMAC Wi-Fi �rmwares.

Using C as programming languag
e allows rap

id prototypi
ng and

easy portation of existing algorithms to run on the Wi-Fi chip’s

embedded processor. B
y cleverly using linker

scripts, we a
lso man-

aged to call function
s of the orig

inal �rmware similar to library

functions de
�ned in a header �le

. We further pro
vide means to free

multiple kilob
ytes of spac

e in the original
�rmware to plac

e new

functionaliti
es. Our main contribution

s are:

• Presentation
of how processing w

orks in Broadcom Full-

MAC Wi-Fi chips.

• Design and d
evelopment of the Ne

xmon �rmware patchin
g

framework with instructions
to implement new function-

alities.

• Evaluation of the gener
al operation

, energy consumption

and delay of a ping o�
oading appli

cation.

Below, we �
rst present t

he in-chip processing in Section 2, in-

troduce Nex
mon in Section 3, explain how testbed deve

lopers can

achieve cust
om goals in Section 4 and then present our

evaluation

results in Section 5 followed by a discussion
and a conclusion

in

Section 6 and Sectio
n 7.

2 IN-CHIP PROCESSIN
G

As illustrate
d in Figure 1, all

Broadcom Wi-Fi chips co
nsist of an

interface to t
he host (such

as the secure
digital input

output (SDIO
)

interface or
the peripher

al component inter
connect exp

ress (PCIE)

bus system), a physical lay
er to implement the digi

tal baseband

signal proce
ssing, an analog front

end to mix baseband
signals up

to or down from the transmission frequency, a
s well as a D

11 core

to handle real-time MAC functionalit
ies. While So�MAC chips

handle non-
time-critical fun

ctions in the Wi-Fi driver ru
nning on

the host sys
tem, FullMAC chips move these re

sponsibilitie
s to an

ARM processor em
bedded in the Wi-Fi chip. �

is reduces en
ergy

consumption, as the
host’s proces

sor only needs to wak
e up from a

sleep state to hand
le applicatio

n tra�c. Management and cont
rol
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Abstract—Mobile data traffic, particularly mobile video,

grows at an unprecedented pace. Despite recent advances at the

physical layer, today’s wireless network infrastructure cannot

keep up with this growth. This is partially due to the missing

flexibility
to adapt the physical layer continuously to best support

both application level as well as network requirements. In this

paper we show how to harness the flexibility
of advanced physical

layers in practice. We designed and implemented a research

platform that provides a flexible application-centric physical layer

for Android smartphones using software-defined radios (SDRs) as

radio interfaces. Our solution allows applications to define flows

and apply per-flow settings that are mapped into distinct physical

layer settings. As a proof-of-concept and for testbed evaluation,

we implemented our system together with a mobile video stream-

ing application. The latter uses a Motion-JPEG based lightweight

scalable video codec (SVC) to generate incremental data flows. We

show that our system maximizes video quality at the receiver’s

side, while keeping the energy consumption at the transmitter

at a minimum. Our solution demonstrates that jointly optimizing

network traffic and application quality is feasible in practice using

a flexible physical layer processing approach.

I. INTRODUCTION

Today’s Internet traffic is being shaped by the rise of

digital video transmission. This growth is forecasted to be

accelerated in mobile networks: video data is expected to

grow 14-fold between 2013 and 2018—outpacing the general

data traffic growth—and amounting to close to 70 % of all

mobile data traffic in 2018 [6]. This growth cannot be handled

by advances in wireless network technology such as Long-

Term Evolution (LTE) or LTE-Advanced alone. Especially in

crowded regions with a high density of wireless devices, the

gap between desired and available bandwidth is huge and

it tends to increase. Reasons are for instance that wireless

resources, such as frequency spectrum, are limited, while the

number of devices, users and applications continues to grow.

While LTE allows to differentiate between different traffic

classes such as conversational voice and video, real-time gam-

ing, video (buffered streaming), etc., these settings are hardly

accessible by mobile applications. Moreover, state-of-the-art

video codecs, especially SVCs, require more than simple per

application parameterization of network, data link and physical

layer settings to offer sufficient flexibility. Other wireless

technologies, such as Wi-Fi, offer less and incompatible

quality of service (QoS) control features. As a result, video

streaming applications, such as cloud-rendered games or video

conferencing systems, are using whatever best-effort service

the network offers. We argue that this one-size-fits-all approach

is ill suited for mobile (video) applications. We propose to

design future network protocols such that they acknowledge

the special requirements of these applications and capitalize on

the flexibility offered by modern physical layer technologies,

thus jointly optimizing network traffic and application quality.

Flexible research platforms to practically study cross-layer

optimization in mobile wireless networks are scarce. On the

one hand, building on integrated circuit designs for existing

wireless technologies such as Wi-Fi, Bluetooth or LTE gives

little room to researchers to explore physical layer settings

outside the envelopes set by standards. This limits the design

space for new wireless systems that allow to adapt the physical

layer to the needs of an application. On the other hand, uti-

lizing flexible SDR platforms complicates research with ’real’

applications that exist in the smartphone ecosystems. SDR-

based solutions often operate on synthetic traffic assumptions,

which might only poorly match the constantly changing traffic

requirements of applications deployed in the wild. To the

best of our knowledge, there is currently no research and

development platform combining the flexibility of SDRs and

mobile application platforms with all their applications. In this

work, we close this gap.

Our target application platform is Android, which is the

mobile operating system for smartphones, tablets and wear-

ables with the most widespread deployment [2], [8]. Its open

source nature allows for extensions even to core operating

system features. The hardware support as well as the software

ecosystem of Android allows the recording, streaming and

playback of high definition video, amongst other applica-

tions. In this work, we connect Android smartphones with

SDRs—specifically the Wireless Open-Access Research Plat-

form (WARP) [1]—to overcome the limitations of the wireless

interfaces offered by off-the-shelf devices. While our solution

requires to tether WARP nodes to Android smartphones, our

implementation enables basic mobility of the phone by feeding

back the wireless signals to an antenna system attached to

the phone. As a result, we obtain a research platform that

provides us with access to all Android features in combination

with a highly flexible physical layer. Our proof-of-concept

implementation further consists of an Android SVC-based

streaming system supporting layered video.

This work contains the following contributions:

• We designed and implemented a real-time capable

Android to WARP interface to allow mobile devices

direct access to physical layer parameters.
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ABSTRA
CT

It is not c
ommonly kno

wn that o�-t
he-shelf

smartphone
s can be

converte
d into ve

rsatile ja
mmers. To u

nderstan
d how those jam

-

mers work
and how

well they
perform, we implemented a ja

mming

�rmware for
the Nexu

s 5 smartphone
. �e �rmware run

s on the

real-time process
or of the

Wi-Fi chip
and allow

s to react
ively jam

Wi-Fi netw
orks in the 2.4 an

d 5GHz b
ands usin

g arbitrar
y wave-

forms stored
in IQ sample bu�e

rs. �is allows
us to generate

a

pilot-tone
jammer on o�-the-sh

elf hardw
are. Besid

es a simple reac-

tive jammer, we im
plemented a n

ew acknowle
dging jam

mer that

selective
ly jams only tar

geted dat
a streams of a nod

e while k
eep-

ing other dat
a streams of the same node �owing.

To lower th
e

increased
power co

nsumption of this jam
mer, we im

plemented an

adaptive
power co

ntrol alg
orithm. We evaluat

ed our implemen-

tations in
friendly

jamming scenarios
to oppress n

on-compliant

Wi-Fi trans
missions an

d to prote
ct otherw

ise vulne
rable dev

ices in

industria
l setups.

Our resu
lts show

that we c
an selectivel

y hinder

Wi-Fi trans
missions in

the vicin
ity of our ja

mming smartphone

leading to
an increased

throughp
ut for oth

er nodes
or no blo

ckage

of non-ta
rgeted st

reams on a jammed node.
Consuming less t

han

300mW when operating
the react

ive jammer allows
mobile ope

r-

ation for more than
29 hours

. Our implementation
demonstrates

that jamming communication
s was nev

er that sim
ple and a

vailable

for every
smartphone

owner, w
hile still a

llowing s
urgical ja

mming

precision
and energ

y e�ciency. N
everthele

ss, it invo
lves the d

anger

of abuse
by malicious a

�ackers
that may take over

hundreds
of

devices to
massively jam Wi-Fi netw

orks in wide area
s.
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1 INTRODU
CTION

Wireless ra
dio communication

jammers have
been around fo

r de-

cades. �
ey are used

for strate
gic advan

tages, hin
dering an op-

posing pa
rty from exchangi

ng inform
ation, for

example, in a mili-

tary con�
ict or situ

ations wh
ere remote trigge

r signals
for explo

-

sive devices n
eed to be suppress

ed. �ey are also used to pro-

tect vuln
erable legacy systems from malicious

communication

[6, 7, 12,
19, 26, 30

, 31], for
example, pace

makers tha
t can be wire-

lessly reprogra
mmed without

encryptio
n and no authentic

ation.

Reactivel
y jamming all un

authorize
d communication

with those

devices c
an be a life s

aver and
protect a

patient’s
privacy [12, 31].

Besides u
sing jammers for fri

endly or public
safety applicatio

ns,

radio jam
mers are al

so subjec
t to abuse

. Whoever ow
ns a jammer

for GSM
and LTE

bands can
block cel

lular com
munication

and in

doing so a
lso hinde

r victims in distre
ss situatio

ns from using pho
nes

to make 9-1-1
calls to c

all for he
lp. Peopl

e tracked
by the go

vern-

ment with
GPS anklets m

ay use jammers to leave the
ir allowe

d

living zon
e but may additiona

lly disturb o
ther GPS

applicatio
ns in

their vici
nity. While those

applicatio
ns are de�

nitely ille
gal in most

countries
of the wo

rld (see [9
]), it is im

portant to
understan

d what

malicious a
�ackers

can achieve.
Existing

radio communication

hardware
carried around by ordinary

civilians
can participa

te in

a�acks th
at we nee

d to defen
d.

Smartphone
s, for ins

tance, may be the m
ost wides

pread rad
io

transmission enabled d
evices. �

ey are ca
rried aro

und by billions

of people
every day and are dense

ly distribute
d in metropolit

an

areas wh
ere peop

le consta
ntly communicate w

irelessly.
A mali-

cious a�
acker ov

ertaking
only a small fractio

n of these
devices

could cre
ate a netw

ork of densel
y distribute

d highly
capable r

adio

jammers that c
ould trig

ger a wid
e spread

denial of
service a

�ack

against w
ireless co

mmunication
. In addition,

reactive
jamming

would al
low to create

a mesh network
of cooper

ative dist
ributed

jamming nodes
that could

selectivel
y jam any other

communication

while kee
ping an open control c

hannel fo
r their co

ordinatio
n.

In this work
, we inve

stigate th
e feasibil

ity of smartphone
-based

wireless j
ammers, by im

plementing pr
oof-of-co

ncept �rm
wares for

the Nexu
s 5 smartphone

. �e goals ar
e always

friendly-j
amming ap-

plications
to either

hinder no
des from

transmi�ing non
-compliant

Wi-Fi signa
ls, or to p

rotect ind
ustrial re

sources b
y using la

rge num-

bers of em
ployee sm

artphone
s to defen

d against
a�acks o

n legacy

hardware
. Our con

tribution
s are the

following
:
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Shadow
Wi-Fi: Tea

ching Smartphon
es to Transm

it

Raw Signals
and to Extract

Channe
l State I

nformation

to Implement Prac
tical Co

vert Ch
annels o

ver Wi-Fi

Anonym
ous Aut

hor(s)

ABSTR
ACT

Wi-Fi chip
s o�er v

ast capa
bilities,

which are not acce
ssi-

ble thro
ugh the manufactu

rers’ o�
cial �rm

wares. U
nleash-

ing thos
e capabi

lities can
enable i

nnovativ
e applica

tions on

o�-the-s
helf dev

ices. In
this wor

k, we de
monstrate

how to

transmit raw IQ samples from
a large b

u�er on
Wi-Fi chip

s.

We furthe
r show how to extra

ct chann
el state

information

(CSI) on
a per fra

me basis.
As a pro

of-of-co
ncept ap

plica-

tion, we
build a c

overt ch
annel on

top of Wi-Fi to st
ealthily

exchang
e inform

ation between
two dev

ices by p
re�lterin

g

Wi-Fi fram
es prior

to transm
ission. O

n the rece
iver side

, the

CSI is us
ed to ex

tract the
embedded

information. B
y means

of exper
imentation

, we sho
w that reg

ular Wi-Fi clien
ts can

still dem
odulate

the und
erlying

Wi-Fi fram
es. Our

results

show that cov
ert chan

nels on the phys
ical laye

r are pra
ctical

and run
on o�-the-s

helf smartphon
es. By m

aking av
ailable

our raw
signal tr

ansmi�er, the
CSI extr

actor, an
d the co

vert

channel
applicat

ion to the re
search community, w

e ensure

reprodu
cibility and o�e

r a platf
orm for furth

er innov
ative

applicat
ions on

Wi-Fi devi
ces.

1 INTRODU
CTION

Wi-Fi can
be regar

ded as th
e de-fac

to stand
ard for w

ireless

local are
a netwo

rking, an
d the ins

talled ba
se is in t

he billio
ns.

Adherin
g to the

Wi-Fi stan
dard pro

vides for
interope

rability

and serv
es the ba

sic communicatio
n needs su

ch as Intern
et

access. M
ost Wi-Fi chip

s integra
te more adva

nced fea
tures,

which are usua
lly neither d

ocumented no
r expose

d to dev
el-

opers or
end user

s. For ex
ample, we a

re able t
o demonstrate

how to turn o�-the-s
helf dev

ices, suc
h as smartphon

es, into

full-�eg
ded so�

ware-de
�ned ra

dios (SD
Rs) by u

tilizing t
he

aforementioned
undocum

ented fe
atures. �

is provid
es mul-

tiple ben
e�ts ove

r existin
g SDR platform

s such as
WARPs [3

]

or USRP
s [5]. �

e la�er a
re built w

ith full �exi
bility in

mind,

but do n
ot run re

gular so�
ware sta

cks and
applicat

ions easi
ly.

Instead,
convert

ing o�-the-s
helf dev

ices into
SDRs al

lows

to easily
scale up

experim
ents to h

undreds
of SDR-

enabled

nodes, w
hile reta

ining th
e possib

ility to r
un regular

mobile

apps an
d support

ing device m
obility.

�is also facilitat
es

MobiSys’1
8, June 1

0, 2018,
Munich, G

ermany.

2018. ISB
N xxx-x-x

xxx-xxx
x-x/xx/x

x. . .$xx.
xx
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experim
entation

outside
of lab en

vironments. Fu
rthermore,

the devi
ce speci

�c trans
mit and re

ceive ch
aracteri

stics are

maintaine
d.

While SDR
s provid

e for am
ple �exi

bility, th
e overhe

ad for

generati
ng raw signals

in so�ware
can be proh

ibitive.
In

contrast
, the use

of dedica
ted hard

ware for
signal pr

ocessing

allows t
o e�ciently modulate

sequenc
es of bit

s into wire-

less sign
als and

vice ver
sa. Espe

cially on the rece
iver side

,

continuo
us calcu

lations a
re requir

ed to pe
rform correlati

ons

to detec
t incom

ing fram
es. Hen

ce, for t
ransform

ing Wi-Fi

chips in
to SDRs

, it is be
ne�cial

to use a
s many of t

he exist
-

ing dedicate
d signal p

rocessin
g units as

possible
for both

the send
ing as w

ell as th
e receiv

ing path
. For the

receivin
g

path the follo
wing ex

ample illus
trates th

is trade
o�. Dur

ing

regular r
eception

, every Wi-Fi rece
iver nee

ds to �rs
t extract

channel
state inf

ormation (CSI) fro
m the long

-term training

�eld (LT
F) of a fr

ame’s pream
ble to ca

ncel the
e�ects o

f the

wireless
channel

and to d
emodulate

the tran
smi�ed dat

a. If

we aim
at implementing a

pplicatio
ns that r

ely on CSI, the
y

should a
void per

forming CSI
extractio

n on a sample bu�e
r

on their ow
n, but le

verage t
he alrea

dy exist
ing info

rmation

instead.
As one p

art of ou
r solutio

n, we, he
nce, sho

w how to

extract C
SI on a per-fra

me basis f
or use in

advance
d applic

a-

tions. Fo
r the sen

ding pat
h, the go

al is to s
upport s

ending

raw IQ samples from
a large b

u�er to
enable S

DR capabili
-

ties. �is allow
s, amongst ot

hers, to
modify regular

Wi-Fi

transmissions i
n arbitrary

fashion,
which is a dete

rministic

task eas
ily implementable.

As a proof-of
-concep

t applic
ation that use

s both SDR-

like tran
smissions a

nd CSI e
xtraction

capabilit
ies, we c

hose

to implement a new physica
l layer-b

ased covert c
hannel.

By means of
this cov

ert chan
nel, it is

possible
to stealt

hily

embed addi
tional in

formation int
o Wi-Fi fram

es. Ideal
ly, this

should n
ot impact the

receptio
n of such

frames by no
rmal

receiver
s. Yet it

allows t
o covertly

exchang
e inform

ation

between
two devices

Alice an
d Bob tha

t can observe
each

other’s r
adio com

municatio
ns. Similar to m

ost phys
ical laye

r

covert ch
annels, t

his chan
nel can b

e detecte
d and de

coded by

an eaves
dropper

(Eve), in
case she

knows th
e implementation

details o
f the channel

and has acce
ss to similar SDR

-like

function
ality or advan

ced sign
al analy

sis capab
ilities on

the

physical
layer. In

contrast
, this ch

annel w
ill be ind

iscernib
le

for unm
odi�ed o

�-the-sh
elf devic

es, whic
h do not a

llow for

1
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ABSTRACT

�e most widespre
ad Wi-Fi enabled

devices are s
martphones. �

ey

are mobile, close t
o people and available in

large quanti
ties, which

makes them perfect cand
idates for re

al-world wireless tes
tbeds.

Unfortunate
ly, most smartphones co

ntain closed-sourc
e FullMAC

Wi-Fi chips tha
t hinder the

modi�cation of lower-laye
r Wi-Fi mech-

anisms and the implementation of new algorithms. To enable
re-

searchers’ a
ccess to lower-layer

frame processing
and advanced

physical-lay
er functiona

lities on Broadcom Wi-Fi chips, w
e devel-

oped the Nexmon �rmware patchi
ng framework. It all

ows users

to create �rmware modi�cations
for embedded ARM processors

using C code and to
change the b

ehavior of B
roadcom’s real-time

processor us
ing Assembly. Current

ly, our framework supports �ve

Broadcom chips availab
le in smartphones an

d Raspberry
Pis. Our

example patches
enable monitor mode, frame injection, h

andling

of ioctls, uco
de compression and �ashpatches

. In a simple ping o�-

loading exam
ple, we demonstrate how

handling pin
gs in �rmware

reduces pow
er consumption by up to 165mW and is nine times

faster than in the kernel o
n a Nexus 5. U

sing Nexmon, research
ers

can unleash the full capa
bilities of o�

-the-shelf W
i-Fi devices.

1 INTRODUCT
ION AND RELATEDWORK

�e wide-spread
availability

of wireless
infrastructu

re is one of

the major factors
that lead to the success

of smartphones. �
eir

mobility makes them a perfect can
didate for m

obile testbed
s. Also,

the Internet
of things (Io

T) strongly
relies on wireless com

muni-

cation for monitoring and control app
lications. As a small and

cheap Wi-Fi-enabled
platform, the Raspbe

rry Pi is a good
candi-

date for exp
erimentation in this domain. Both platforms seek for

low-energy
consumption to enhance b

a�ery life. Hence,
they use

FullMACWi-Fi chips to
handle Wi-Fi-related t

asks in an embedded

processor th
at only wakes up the device’s

main processor if
frames

need handling by an application.
Unfortunate

ly, FullMAC chips

reduce the �
exibility to modify Wi-Fi’s behavi

or in testbeds and

research applications
. To circumvent this lim

itation, rese
archers

o�en employ so�war
e-de�ned rad

ios (SDRs) to
access lower

layers,
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which results in testbeds suc
h as NITOS [1

0] or CRC [6]. Schulz

et al. connec
ted WARP SDRs [1] to

Android devices in [12] to gain

access to Wi-Fi’s physic
al layer to change para

meters such as mod-

ulation schemes and transmit powers to
enhance vid

eo streaming.

�ese modi�cations
would also run on o�-the-shelf

hardware, bu
t

the blackbox
nature of Fu

llMAC chips forces
researchers

to either

move to overs
ized experim

ental platfor
ms or limit themselves to

the capabilit
ies of propri

etary Wi-Fi �rmwares as don
e by Eriksson

et al. for the
ir cross-laye

r optimizations in [3].

In this work, w
e introduce N

exmon [13], an open-source
frame-

work to write �rmware patche
s in C instead of Assembly with a

special focu
s on modifying Bro

adcom FullMAC Wi-Fi �rmwares.

Using C as programming languag
e allows rap

id prototypi
ng and

easy portation of existing algorithms to run on the Wi-Fi chip’s

embedded processor. B
y cleverly using linker

scripts, we a
lso man-

aged to call function
s of the orig

inal �rmware similar to library

functions de
�ned in a header �le

. We further pro
vide means to free

multiple kilob
ytes of spac

e in the original
�rmware to plac

e new

functionaliti
es. Our main contribution

s are:

• Presentation
of how processing w

orks in Broadcom Full-

MAC Wi-Fi chips.

• Design and d
evelopment of the Ne

xmon �rmware patchin
g

framework with instructions
to implement new function-

alities.

• Evaluation of the gener
al operation

, energy consumption

and delay of a ping o�
oading appli

cation.

Below, we �
rst present t

he in-chip processing in Section 2, in-

troduce Nex
mon in Section 3, explain how testbed deve

lopers can

achieve cust
om goals in Section 4 and then present our

evaluation

results in Section 5 followed by a discussion
and a conclusion

in

Section 6 and Sectio
n 7.

2 IN-CHIP PROCESSIN
G

As illustrate
d in Figure 1, all

Broadcom Wi-Fi chips co
nsist of an

interface to t
he host (such

as the secure
digital input

output (SDIO
)

interface or
the peripher

al component inter
connect exp

ress (PCIE)

bus system), a physical lay
er to implement the digi

tal baseband

signal proce
ssing, an analog front

end to mix baseband
signals up

to or down from the transmission frequency, a
s well as a D

11 core

to handle real-time MAC functionalit
ies. While So�MAC chips

handle non-
time-critical fun

ctions in the Wi-Fi driver ru
nning on

the host sys
tem, FullMAC chips move these re

sponsibilitie
s to an

ARM processor em
bedded in the Wi-Fi chip. �

is reduces en
ergy

consumption, as the
host’s proces

sor only needs to wak
e up from a

sleep state to hand
le applicatio

n tra�c. Management and cont
rol

Session: Innovative Experimentation Platforms and Methods
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Ack. Jammer 
(approx. 20us delay after parsing UDP port)
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Energy?

This translates to 
§ 30.7 hours runtime as reactive jammer
§ 12.4 hours runtime as acknowledging jammer 
§ 19.3 hours runtime as adaptive power control jammer 
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Supported Platforms

And More
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Nexus 5 SGS 2 Nexus 6P
Raspberry Pi 3

Raspberry Pi Zero W
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Who Uses It?
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Breaking Wi-Fi 
(For Good)
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§ Transmission of arbitrary waveforms on any 
frequency supported by the Broadcom Wi-Fi chip

§ Implementation of a smartphone-based reactive 
jammer for Wi-Fi systems that can jam all 
receivable rates supported by Nexus 5 
smartphones (e.g., 80 MHz SISO 802.11ac frames)

§ Enhanced jammers: 
§ By sending acknowledgements to the frame 

transmitter to avoid retransmissions and the 
blockage of other non-targeted traffic

§ By using an adaptive power control algorithm to 
adjust the transmission power depending on the 
jamming success

NEXMON fully utilized
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Demo App To Explore
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Total Cost:

300 EUR

(1 Smartphone)
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We just updated and 
re-released the 
CSItool for 

Broadcom chipsets
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ABSTRACT
Modern wireless transmission systems heavily bene�t from
knowing the channel response. The evaluation of Channel
State Information (CSI) during the reception of a frame pre-
amble is fundamental to properly equalizing the rest of the
transmission at the receiver side. Reporting this state in-
formation back to the transmitter facilitates mechanisms
such as beamforming and MIMO, thus boosting the network
performance. While these features are an integral part of
standards such as 802.11ac, accessing CSI data on commercial
devices is either not possible, limited to outdated chipsets or
very in�exible. This hinders the research and development
of innovative CSI-dependent techniques including localiza-
tion, object tracking, and interference evaluation. To help
researchers and practitioners, we introduce the nexmon CSI
Extractor Tool. It allows per-frame CSI extraction for up to
four spatial streams using up to four receive chains on mod-
ern Broadcom and Cypress Wi-Fi chips with up to 80MHz
bandwidth in both the 2.4 and 5GHz bands. The tool supports
devices ranging from the low-cost Raspberry Pi platform,
over mobile platforms such as Nexus smartphones to state-of-
the-art Wi-Fi APs. We release all tools and Wi-Fi �rmware
patches as extensible open source project. It includes our
user-friendly smartphone application to demonstrate the
CSI extraction capabilities in form of a waterfall diagram.
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1 INTRODUCTION
The availability of tools for measuring Channel State Infor-
mation (CSI) is considered the key-enabler for the devel-
opment of new opportunistic sensing techniques [1]. CSI
represents the frequency response of a communication chan-
nel, that heavily depends on the environment. By analyzing
CSI of received Wi-Fi frames, even minor modi�cations of
the surroundings can be spotted with higher chance than by
considering the Received Signal Strength Indicator (RSSI) [2].
For each pair of transmit and receive antennas, CSI provides
the receiver with a set of values an · exp(j�n) reporting atten-
uation an and phase shift �n for each carrier n, while RSSI
provides only the overall received energy.
Some factors make Wi-Fi particularly suited for oppor-

tunistically using frames originating at a static transmitter
to gather knowledge of physical variations in ones proxim-
ity. First, Wi-Fi is a universally adopted standard—CISCO
predicts that by 2022 there will be nearly 549 million pub-
lic Wi-Fi hotspots1. Second, Wi-Fi hardware is produced at
a low price per device. Third, Wi-Fi supports Orthogonal
Frequency-DivisionMultiplexing (OFDM) that is the basis for
easily measuring a channel’s frequency response per-frame.
In the �rst place this information is required for equalization
at the receiver and, additionally, builds the base for both
implicit and explicit channel sounding used to con�gure
beamforming [3]. Despite the bene�ts access to CSI would
1From “Cisco Visual Networking Index: Forecast and Trends, 2017–2022
White Paper”

ACM WiNTECH 2019
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https://github.com/seemoo-
lab/nexmon_csi

(a) Receiver screen (b) App on two Nexus 5

Figure 8: Screenshots of the waterfall diagram repre-
senting CSI measurements over time on the Receiver
screen and the application in action on two Nexus 5
smartphones, receiver (top) and transmitter (bottom).

the fact that CSI-enhanced mechanisms have been recently
proposed, they are typically validated with special purpose
SDR-platforms and outside of recent regular standards such
as 802.11ac. In this work, we address the lack of a �exible and
powerful CSI extraction tool for modern Wi-Fi chipsets. We
design and implement a platform facilitating CSI extraction
on multiple platforms covering a large scenario space. Our
Platform supports sub 50 EUR Raspberry Pis, which facilitate
cheaply capturing CSI at scale, Android-based smartphones
such as Nexus 5 and Nexus 6P that allow CSI extraction
in highly mobile scenarios and state-of-the-art Wi-Fi access
points supporting up to four spatial streams and up to 80MHz
of spectral bandwidth per stream. Additionally, we provide
a user-friendly smartphone application to demonstrate the
CSI extraction capabilities. We release the aforementioned
tools to the community: interested readers can download
them from https://nexmon.org/csi.
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Peripheral (USRP) [16] can be used for CSI measurements.
Some of their front-ends support up to 200MHz bandwidth.
However, also their prices are roughly 200 times higher than
the Raspberry Pi’s we support with our framework.
In Table 1, we report the features of the aforementioned

tools together with those introduced by us in this work. We
do not include SDR solutions as our focus is on o�-the-shelf
devices. In column Device we report what are the typical
architectures hosting the Supported Chipset. Column Supp.
Std. reports the highest type of physical layer for which the
tool can report CSI. VHT stands for Very-High-Throughput
and is typically used on 802.11ac devices (5GHz only), while
High-Throughput (HT) is found in 802.11n devices (both
2.4GHz and 5GHz). Both are OFDM-based which was in-
troduced with 802.11a (5GHz) and back-ported to 2.4GHz
with 802.11g. Our nexmon CSI Extractor is downwards com-
patible and supports 802.11a/g/n/ac transmissions in both
frequency bands using the proper nexmon patches. 802.11b
is not supported as it is based on Direct Sequence Spread
Spectrum (DSSS). The number of subcarriers (NSC) generally
depends on the maximum bandwidth, except for the Linux
802.11n CSI Tool which is limited to 30 subcarrier groups. All
tools provide complex numbers with inphase and quadrature
components that are either represented as signed integers
or �oating-point numbers.

3 WI-FI “CRIME SCENE INVESTIGATION”
CSI extraction resembles “Crime Scene Investigation” for
802.11. It allows to understand what happens on the channel
between the transmitter of a frame and the receiver. CSI
is computed by analysing how the preamble with known
content is modi�ed during transmission. As a result, we
obtain a set of complex numbers in the form an · exp(j�n)
where n is the index of the carrier and the total number of
carriers depends on the modulation as we already reported in

Table 1. While for devices where CSI support is claimed from
the manufacturer the data is trusted “as is”, in the case of
an unsupported platform like Broadcom or Cypress, �nding
some data that resembles CSI requires deeper investigation.
Before explaining our tool, we �rst report our test procedure
to verify that the extracted data is actually CSI.
To this end, we illustrate the amplitude of the data that

we collected with our tool when transmitting an OFDM/11g
frame from a single antenna device connected to a four an-
tenna receiver using a splitter and some cables in Figure 1.
Due to the absence of a wireless channel, one would expect a
�at behaviour and the same amplitudes over all subcarriers.
However, this is not the case. We further notice di�erent am-
plitudes at the four receive chains. This is due to the bending
of cables: slightly shaking the cables results in changes in
the extracted data, which demonstrates the sensibility of the
measurement to the environment—as expected from a real
CSI. We also notice that the subcarriers in the middle (carrier
#0) are zero. This is expected as in all Wi-Fi modulations
the carrier is always suppressed. Finally we notice a general
tendency to decay when moving away from carrier #0: also
this behaviour is expected because of analogue channel �l-
tering. At least qualitatively, the data we collect with our
tool veri�es the typical properties of a CSI. We now provide
a quantitative (even though naïve) demonstration using a
couple of experimental tests.

3.1 Noise test
We �rst ran an experiment to verify the mapping between
the extracted tones and the corresponding frequencies. In a
controlled environment we transmitted packets on channel
14 in saturation and we collected all the corresponding CSI
values at a receiver with our tool. At the same time, a narrow-
band noise generator performs periodic sweeps in the range
of [�4MHz, 4MHz] with respect to the channel center. In

Table 1: Features of di�erent CSI extraction tools, including maximum bandwidth (BW), number of spatial
streams (NSS), number of receive chains (NRX), number of subcarriers (NSC), and resolution (Res.) of numbers
(i = signed integer, f = signed �oat mantissa).

Tool
Open
Source Device Supp. Chipset max. BW NSS⇥NRX Supp. Std. NSC Res.

nexmon CSI
Extractor

yes Router, PCIE
e.g. Asus RT-AC86U

BCM43{65, 66} 80MHz 4⇥4 VHT/11ac 242 12 bit (f)

yes Smartphone, IoT
e.g. Nexus 5/6P, RPi3B+/4B

BCM43{39, 58, 455} 80MHz 1⇥1 VHT/11ac 242 14 bit (i)
or 10 bit (f)

Linux 802.11n
CSI Tool

no PCI IWL5300 40MHz 3x3 HT/11n 30 8 bits (i)

Atheros
CSI Tool

yes Router, PCIE AR9580, AR9590 40MHz 3x3 HT/11n 114 10 bits (i)
AR9344, QCA9558

OpenFWWF
CSI Tool

no Router, PCI
e.g. Linksys WRT54GL

BCM4318 20MHz 1x1 OFDM/11g 52 12 bits (i)
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Total Cost:

30 EUR (1 RaspPI)

to

130 EUR (1 ASUS AP)
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More On Wi-Fi
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Quiz: What Do You See?
What Was Its Purpose?
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‘The Thing’ Or ‘The Great 
Seal Bug’ … In The Past 

Exfiltration Of Data Was A 
Tedious Task: Expensive, 
Low Bandwidth Channel
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Application: Covert 
Communication

A Wnormal channel

B

covert channel
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Toy scenario
§ Alice wants to transmit to Bob while being observed by Wendy
§ Alice and Bob aim at staying undetected
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Setup

Transmitter Receivers

WARP
Transmitter

WARP
Receiver

Laptop
Receiver

5m
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WARP
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WARP
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Laptop
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Slide
42

Background on Wi-Fi

How Wi-Fi frames look like
...
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SIG
Signal Field

(Rate, Length)

FCS
Frame 
Check 

Sequence

Preamble

STF
short training

field

LTF
long training

field

Payload
(Data Link to

Application Layers)

4 us 8 us 12 us 16 us 20 us 24 us 28 us 32 us 36 us 40 us

c - 937.5 kHz
c - 625.0 kHz
c - 312.5 kHz

carrier (c)
c + 312.5 kHz
c + 625.0 kHz
c + 937.5 kHz

0 1 1 0 0 ... 1 1 0 1 0 0 ... 0 0 1 ...

symbol defines amplitude 
and phase on subcarrier

OFDM
symbol

Subcarrier
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Background on Wi-Fi

Physical Layer 
Perspective

A

B

W

• Random noise at
each receiver

• Receivers are
designed to
compensate for
distortions

• „Unnecessary“ 
information is added
to the signal to
increase robustness
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Broadcast

Fil
te

r

Any ideas on where to 

put covert PHY channels?
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Covert Channel Overview

Short Training Field with
Phase Shift Keying

Carrier Frequency Offset with
Frequency Shift Keying

Camouflage Subcarriers Cyclic Prefix Replacement

STF LTF Data

PSK

Symbol

CFO

Symbol

CFO

Symbol

801.11g

802.11n

SymbolCP Symbol CP

802.11n
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Summary and Conclusion: 
Covert Channel Overview

Not blockable Medium throughput

STF LTF Data

PSK

Symbol

CFO

Symbol

CFO

Symbol

801.11g

802.11n

SymbolCP Symbol CP

802.11n

Low throughput Normal channel distortion

High throughput High throughput
Rich multipath environments
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IEEE CNS 2015
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Total Cost:

12 kEUR

(2 WARPs)
…

but can be much cheaper
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Shadow Wi-Fi: Teaching Smartphones to Transmit
Raw Signals and to Extract Channel State Information
to Implement Practical Covert Channels over Wi-Fi

Anonymous Author(s)
ABSTRACT
Wi-Fi chips o�er vast capabilities, which are not accessi-
ble through the manufacturers’ o�cial �rmwares. Unleash-
ing those capabilities can enable innovative applications on
o�-the-shelf devices. In this work, we demonstrate how to
transmit raw IQ samples from a large bu�er on Wi-Fi chips.
We further show how to extract channel state information
(CSI) on a per frame basis. As a proof-of-concept applica-
tion, we build a covert channel on top of Wi-Fi to stealthily
exchange information between two devices by pre�ltering
Wi-Fi frames prior to transmission. On the receiver side, the
CSI is used to extract the embedded information. By means
of experimentation, we show that regular Wi-Fi clients can
still demodulate the underlying Wi-Fi frames. Our results
show that covert channels on the physical layer are practical
and run on o�-the-shelf smartphones. By making available
our raw signal transmi�er, the CSI extractor, and the covert
channel application to the research community, we ensure
reproducibility and o�er a platform for further innovative
applications on Wi-Fi devices.

1 INTRODUCTION
Wi-Fi can be regarded as the de-facto standard for wireless
local area networking, and the installed base is in the billions.
Adhering to the Wi-Fi standard provides for interoperability
and serves the basic communication needs such as Internet
access. Most Wi-Fi chips integrate more advanced features,
which are usually neither documented nor exposed to devel-
opers or end users. For example, we are able to demonstrate
how to turn o�-the-shelf devices, such as smartphones, into
full-�egded so�ware-de�ned radios (SDRs) by utilizing the
aforementioned undocumented features. �is provides mul-
tiple bene�ts over existing SDR platforms such as WARPs [3]
or USRPs [5]. �e la�er are built with full �exibility in mind,
but do not run regular so�ware stacks and applications easily.
Instead, converting o�-the-shelf devices into SDRs allows
to easily scale up experiments to hundreds of SDR-enabled
nodes, while retaining the possibility to run regular mobile
apps and supporting device mobility. �is also facilitates

MobiSys’18, June 10, 2018, Munich, Germany.
2018. ISBN xxx-x-xxxx-xxxx-x/xx/xx. . .$xx.xx
DOI: h�ps://doi.org/xx.xxxx/xxxxxxx.xxxxxxx

experimentation outside of lab environments. Furthermore,
the device speci�c transmit and receive characteristics are
maintained.

While SDRs provide for ample �exibility, the overhead for
generating raw signals in so�ware can be prohibitive. In
contrast, the use of dedicated hardware for signal processing
allows to e�ciently modulate sequences of bits into wire-
less signals and vice versa. Especially on the receiver side,
continuous calculations are required to perform correlations
to detect incoming frames. Hence, for transforming Wi-Fi
chips into SDRs, it is bene�cial to use as many of the exist-
ing dedicated signal processing units as possible for both
the sending as well as the receiving path. For the receiving
path the following example illustrates this trade o�. During
regular reception, every Wi-Fi receiver needs to �rst extract
channel state information (CSI) from the long-term training
�eld (LTF) of a frame’s preamble to cancel the e�ects of the
wireless channel and to demodulate the transmi�ed data. If
we aim at implementing applications that rely on CSI, they
should avoid performing CSI extraction on a sample bu�er
on their own, but leverage the already existing information
instead. As one part of our solution, we, hence, show how to
extract CSI on a per-frame basis for use in advanced applica-
tions. For the sending path, the goal is to support sending
raw IQ samples from a large bu�er to enable SDR capabili-
ties. �is allows, amongst others, to modify regular Wi-Fi
transmissions in arbitrary fashion, which is a deterministic
task easily implementable.
As a proof-of-concept application that uses both SDR-

like transmissions and CSI extraction capabilities, we chose
to implement a new physical layer-based covert channel.
By means of this covert channel, it is possible to stealthily
embed additional information into Wi-Fi frames. Ideally, this
should not impact the reception of such frames by normal
receivers. Yet it allows to covertly exchange information
between two devices Alice and Bob that can observe each
other’s radio communications. Similar to most physical layer
covert channels, this channel can be detected and decoded by
an eavesdropper (Eve), in case she knows the implementation
details of the channel and has access to similar SDR-like
functionality or advanced signal analysis capabilities on the
physical layer. In contrast, this channel will be indiscernible
for unmodi�ed o�-the-shelf devices, which do not allow for

1
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Total Cost:

600 EUR

(2 Smartphones)
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Part 2: Bluetooth
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Bluetooth

Rather Complex, 
Rather Closed, 
Rather Legacy,  
Tools Expensive
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Can We Diagnose BT 
Lower Layers Using 

Off-the-Shelf 
Devices?
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Standard Bluetooth Sniffing Setup (BLE)

Bluetooth LE

● Use special (but very cheap) hardware, such as 
microbit/btlejack or Bluefruit LE.

● Successfully follow the hopping pattern and then overhear 
the initial pairing procedure to extract secret keys (LE 
Legacy pairing in Bluetooth 4.0 and 4.1).

● Maybe also active MITM (Bluetooth >= 4.2) required to get 
encryption keys…

● ...finally find out what these devices do on the lower layers!
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Standard Bluetooth Sniffing Setup (Classic Bluetooth)

Classic Bluetooth

● Use special (> $10k) hardware, i.e. Ellisys.
● Open source solutions such as Ubertooth do not support 

encrypted traffic… 
● Successfully follow the hopping pattern and then modify the 

initial pairing procedure to extract secret keys, active MITM 
required (Bluetooth >=4.0).

● If a stronger mode than “Just Works” is used, user needs to 
ignore the wrong numeric comparison.

● ...finally find out what these devices do on the lower layers!
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● Bluetooth lower layers are not well-tested.

● If you know the MAC address, you can connect to a device
and get more information, i.e. which LMP version
it is running (often equals the firmware version).

“Hi there, I’m a Broadcom 
Bluetooth 4.1 chip running
an attackable LMP minor 
version of 0x2203…”

Bluetooth Lower Layers: Security Perspective
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● In the shown Bluetooth sniffing setup, initial pairing must be 
overheard,
attacker needs to be in proximity during this pairing that only 
takes place once.
→ Very artificial setup, typically both parties are aware of 
sniffing,

at least if secure pairing modes are used.

● Sniffing does not require MITM, access on one of the devices
within a connection is sufficient to get all contents of a session 
despite hopping.

● Lower layer traffic is not embedded within HCI (Host Controller 
Interface / layer 3) information.
→ Bluetooth layer 1+2 cannot be observed out of the box.

● Modify firmware of existing chipsets to monitor lower layer 
traffic.

● SEEMOO already did this for monitor mode on Broadcom Wi-Fi 
chips.

Making Bluetooth Lower Layers Accessible
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InternalBlue

https://github.com/
seemoo-lab/internalblue
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Platform Overview

Bluetooth PHY

Link Controller

Baseband Resource Manager

Device Mgr Link Manager

Host Controller
Interface (HCI)

RFCOMM SDP

L2CAP

Host

Controller

Remote
Device

ADB

Blueto
oth

Linux
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Vendor 
specific 

HCI
(local)

InternalBlue Based on Binary Patching

Bluetooth

Modify 
firmware

LMP monitor 
& injection

InternalBlue - A Deep Dive into Bluetooth Controller Firmware. Dennis Mantz.
https://media.ccc.de/v/2018-154-internalblue-a-deep-dive-into-bluetooth-controller-firmware

● Nexus 5 (BCM4339
firmware)

● Only LMP, no LCP

https://media.ccc.de/v/2018-154-internalblue-a-deep-dive-into-bluetooth-controller-firmware
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Platform 
Independence
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● We ported InternalBlue from Nexus 5 to Raspberry Pi 3/3+
and Nexus 6P.

● Tested on CYW20735 Bluetooth 5.0-compliant BT/BLE wireless 
MCU, it still has READ_RAM, WRITE_RAM, LAUNCH_RAM HCI 
commands. 
○ Firmware version January 18 2018

● Reading out the whole firmware and applying temporarily 
patches without any checks in 2018, thank you 
Broadcom/Cypress! 

● Reversing could have been faster:
patch.elf shipped with development
software contains symbol table for
almost every firmware function… 

Does it work on the newest device?
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Finding Bugs
in Lower Layers



Slide
63

● The attacker initiates SSP (Secure Simple Pairing) with the 
victim. Only the MAC address must be known for this, the 
device is not required to be discoverable. The victim is not 
required to take any action.

● Instead of completing the pairing, the attacker sends an 
LMP_start_encryption_req.

● Bluetooth crashes within the bignum_xormod on Nexus 5, your 
mileage might vary on other platforms.

● CVE-2019-6994

Uninitialized Encryption
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● Missing parameter check in a 
vendor specific
LMP handler...

● Crashes are the best case!
● More reversing allows to execute 

meaningful code, but for each 
firmware version memory 
contents are different.
(So far we did not find arbitrary 
code execution on Nexus 5.)

● On Nexus 5 we are able to 
execute test mode, which 
normally needs to be enabled 
locally on the host.

● Many more vulnerable devices, 
such as iPhone 5...6, Macbook
2012...2017, Raspberry Pi 3.

● CVE-2018-19860 / BT-B-g0ne

Handler Escalation Over the Air: HCI via LMP
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● Platforms:
○ Android 6 and 7, Lineage OS 14.1
○ Linux/BlueZ (partially, some parts are work in progress)
○ (macOS in progress)

● Devices tested so far:
○ Nexus 5, Xperia Z3 Compact, Samsung Galaxy Note 3 (BCM4339, 

best support)
○ Nexus 6P, Samsung Galaxy S6, Samsung Galaxy S6 edge (also 

good support)
○ Macbook Pro 2011+2016 (with Ubuntu)
○ Raspberry Pi 3/3+
○ Thinkpad T420, T430
○ Asus USB Dongle
○ Any Linux PC with the CYW20735 evaluation board

Do I have a device with a Broadcom chip?

Devices with Broadcom chips supported by InternalBlue. https://github.com/seemoo-lab/internalblue/tree/master/internalblue/fw/

https://github.com/seemoo-lab/internalblue/tree/master/internalblue/fw/


Slide
66

All Those Bugs, 
Sure I Can Get A 
Software Patch
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● Originally 128 patchram slots inside ROM.
● 4 bytes per slot.
● Sufficient to branch (4 byte instruction) into RAM.
● Limitation to 128 changes in program flow.
● There is some free memory in RAM, but not enough to 

substitute huge functions.

● One more pair of socks will always fit into my bag!

How does patching work?
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How bad is it?
Device Operating System Slots
Raspberry Pi 3+/4 Raspbian July 2019 (includes “return version 

5.0” patch)
128/128

iPhone 6 iOS 12.4 (released September 2014, will not get 
iOS 13)

128/128

iPhone SE iOS 12.4 (released March 2016, still supported in 
iOS 13)

127/128

iPhone 7 iOS 12.4 (released September 2016) 192/192
Samsung Galaxy S8 Android 8, January 2019 (released April 2017) 250/256
iPhone 8/X/XR iOS 12.4 (released November 2017) 240/256
Nexus 5 Lineage 14.1 / Android 6 (no more updates) 113/128
Samsung Galaxy 
S10/S10e/S10+

Android 9, June 2019 (released January 2019) 212/256



Slide
69

ACM MobySys 2019, ACM WiSec 2019
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ABSTRACT
Bluetooth is one of the most established technologies for short
range digital wireless data transmission. With the advent of wear-
ables and the Internet of Things (IoT), Bluetooth has again gained
importance, which makes security research and protocol optimiza-
tions imperative. Surprisingly, there is a lack of openly available
tools and experimental platforms to scrutinize Bluetooth. In par-
ticular, system aspects and close to hardware protocol layers are
mostly uncovered.

We reverse engineer multiple Broadcom Bluetooth chipsets that
are widespread in o�-the-shelf devices. Thus, we o�er deep in-
sights into the internal architecture of a popular commercial family
of Bluetooth controllers used in smartphones, wearables, and IoT
platforms. Reverse engineered functions can then be altered with
our InternalBlue Python framework—outperforming evaluation kits,
which are limited to documented and vendor-de�ned functions.
The modi�ed Bluetooth stack remains fully functional and high-
performance. Hence, it provides a portable low-cost research plat-
form.

InternalBlue is a versatile framework and we demonstrate its
abilities by implementing tests and demos for known Bluetooth
vulnerabilities. Moreover, we discover a novel critical security issue
a�ecting a large selection of Broadcom chipsets that allows exe-
cuting code within the attacked Bluetooth �rmware. We further
show how to use our framework to �x bugs in chipsets out of ven-
dor support and how to add new security features to Bluetooth
�rmware.

CCS CONCEPTS
• Security and privacy→Mobile and wireless security; •Net-
works→ Link-layer protocols.

MobiSys ’19, June 17–21, 2019, Seoul, Republic of Korea
© 2019 Copyright held by the owner/author(s). Publication rights licensed to ACM.
This is the author’s version of the work. It is posted here for your personal use. Not
for redistribution. The de�nitive Version of Record was published in The 17th Annual
International Conference on Mobile Systems, Applications, and Services (MobiSys ’19),
June 17–21, 2019, Seoul, Republic of Korea, https://doi.org/10.1145/3307334.3326089.

ACM Reference Format:
Dennis Mantz, Jiska Classen, Matthias Schulz, and Matthias Hollick. 2019.
InternalBlue – Bluetooth Binary Patching and Experimentation Framework.
In The 17th Annual International Conference on Mobile Systems, Applications,
and Services (MobiSys ’19), June 17–21, 2019, Seoul, Republic of Korea. ACM,
New York, NY, USA, 12 pages. https://doi.org/10.1145/3307334.3326089

1 INTRODUCTION
Bluetooth, the standard for wireless short range communication,
has been around for almost 25 years since Ericsson developed it in
1994. In the early days it was mainly applied to wireless headphones,
hands-free speakerphones, and replacement of infrared data links
between devices [16]. Today, Bluetooth experiences a comeback
with the use of wearables and the IoT, often using Bluetooth Low
Energy (BLE) introduced in version 4.0. Its latest speci�cations,
Bluetooth 5.0 and 5.1, provide new interesting features such as mesh
networking and localization [19, 20], and indicate that Bluetooth
will play an important role in the future of wireless communication.

Bluetooth security and performance have only been studied
selectively, which is a stark contrast to the extensive analysis of the
Wi-Fi standard over the same period of time. This can be partially
attributed to the availability of powerful, open-source tools which
allow easy experiments on raw Wi-Fi frames with low-cost, o�-the-
shelf hardware. When the �rst patches forWi-Fi drivers enabled the
so-calledmonitor mode and frame injection capabilities, researchers
soon implemented practical attacks on low-level parts of the Wi-
Fi stack and the currently deprecated Wired Equivalent Privacy
(WEP) standard [14, 28] in short order. Only recently [8, 9, 12],
the �rmware running on Wi-Fi cards has been shown to contain
severe over-the-air vulnerabilities. Publicly available tools allow to
alter o�-the-shelf Broadcom Wi-Fi cards [34], along with easy to
understand open source Wi-Fi SDR implementations [5, 15].

Blueborne is a state-of-the-art collection of weaknesses uncov-
ered inmost of themajor Bluetooth stacks, and has raised awareness
of di�erent issues concerning Bluetooth security. However, Blue-
borne targets host-side Bluetooth drivers in opposition to the lower
layers of the protocol, below the Host Controller Interface (HCI),
which are handled in �rmware and are still di�cult to audit. A
recent Bluetooth attack concerns Elliptic Curve Di�e-Hellman
(ECDH) key exchange used during device pairing, where the at-
tacker replaces public key coordinates during transmission, which
were not checked in most implementations [13].

ar
X

iv
:1

90
5.

00
63

1v
1 

 [c
s.C

R]
  2

 M
ay

 2
01

9

Inside Job: Diagnosing Bluetooth Lower Layers Using
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ABSTRACT
Bluetooth is among the dominant standards for wireless short-range
communication with multi-billion Bluetooth devices shipped each
year. Basic Bluetooth analysis inside consumer hardware such as
smartphones can be accomplished observing the Host Controller
Interface (HCI) between the operating system’s driver and the Blue-
tooth chip. However, the HCI does not provide insights to tasks run-
ning inside a Bluetooth chip or Link Layer (LL) packets exchanged
over the air. As of today, consumer hardware internal behavior can
only be observed with external, and often expensive tools, that need
to be present during initial device pairing. In this paper, we leverage
standard smartphones for on-device Bluetooth analysis and reverse
engineer a diagnostic protocol that resides inside Broadcom chips.
Diagnostic features include sni�ng lower layers such as LL for
Classic Bluetooth and Bluetooth Low Energy (BLE), transmission
and reception statistics, test mode, and memory peek and poke.

ACM Reference Format:
Jiska Classen and Matthias Hollick. 2019. Inside Job: Diagnosing Bluetooth
Lower Layers Using O�-the-Shelf Devices. In 12th ACM Conference on
Security and Privacy in Wireless and Mobile Networks (WiSec ’19), May
15–17, 2019, Miami, FL, USA. ACM, New York, NY, USA, 6 pages. https:
//doi.org/10.1145/3317549.3319727

1 INTRODUCTION
Bluetooth is a widespread standard for short-range wireless com-
munication. Initially developed as infrared replacement and for
applications like wireless headphones in the ’90s, it is now spread-
ing with Internet of Things (IoT) devices [5]. Features still making
it interesting nowadays are BLE introduced in version 4.0, mesh
networking in 5.0 and localization in 5.1 [2–4].

A conventional Bluetooth diagnostic and sni�ng setup requires
external components and might necessitate wireless network infras-
tructure changes. A sni�er follows the frequency hopping scheme
of a connection. Some devices only require basic connection estab-
lishment without pairing for encryption. To decrypt paired devices’
encryption, a sni�er must observe the initial Secure Simple Pair-
ing (SSP) procedure, and if numeric comparison is used actively
alter exchanged packets. Existing sni�ng solutions range from pro-
fessional but expensive Ellisys equipment to numerous open source

WiSec ’19, May 15–17, 2019, Miami, FL, USA
© 2019 Copyright held by the owner/author(s). Publication rights licensed to ACM.
This is the author’s version of the work. It is posted here for your personal use. Not for
redistribution. The de�nitive Version of Record was published in 12th ACM Conference
on Security and Privacy in Wireless and Mobile Networks (WiSec ’19), May 15–17, 2019,
Miami, FL, USA, https://doi.org/10.1145/3317549.3319727.

solutions, the latter having less stable implementations to follow
encryption and hopping, such as Ubertooth and Bluefruit [1, 8, 11].
None of these run on the analyzed o�-the-shelf device itself.

Most likely users of such a setup are aware of sni�ng.We assume
sni�ers are installed to legally observe and analyze tra�c between
devices the analyst owns. Typical use cases are to inspect security
of a proprietary smartphone app communicating with a proprietary
IoT device, or to analyze performance on the Physical Layer (PHY)
of a smartphone app and IoT �rmware under development.

Android devices o�er the BTSnoop Log, a developer option,
which only covers HCI containing messages exchanged between
the operating system and the Bluetooth chip. HCI is the Bluetooth
middleware layer, but lower layer packets are not directly encap-
sulated within HCI and hence cannot be observed this way. In
contrast, traces sni�ed over the air with an external sni�er only
contain Classic Bluetooth Link Manager Protocol (LMP) and BLE
Link Control Protocol (LCP) packets. The toolchain implemented
in this paper captures both, HCI and LL traces, and can inject LMP
packets. To the best of our knowledge, Bluetooth LLs did not expe-
rience security research yet, and we are the �rst to uncover major
security issues within their implementations.

When reverse engineering symbols extracted from a Broadcom
IoT BLE/Basic Rate (BR) 5.0 evaluation kit �rmware from 2018,
we found an undocumented diagnostic serial protocol. A small
subset of this diagnostic protocol is contained in Apple’s Bluetooth
Explorer and Packet Logger on some MacBooks [13], but only
allows some pre-con�gured usage for LL sni�ng and is not further
documented. Diagnostic features also include memory reading and
writing as well as dumps inside the �rmware, producing statistics
for throughput, and controlling device under test mode.

Broadcom is ranked market leader for wireless communication
chips, followed by Qualcomm and MediaTek [16]. The diagnostic
protocol that we reverse engineered is not disabled on consumer
devices and can be found throughout all smartphones with Broad-
com chips we analyzed, such as Nexus 5/6P and Samsung Galaxy
S6. Moreover it is supported by chips in Raspberry Pi 3/3+.

With this paper, we enable diagnostic mode on a variety of o�-
the-shelf devices and program software to control and interpret
diagnostics. Our contributions are as follows:

• Implementation of live forwarding of diagnostic messages
to a Linux host which can remotely control and analyze
diagnostic mode including a live tra�c view.

• Patching drivers of Android 6.0.1, Android 7.1.2 and Lin-
eageOS 14.1 to forward the diagnostic protocol.

• Enabling LMP injection.
1
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There is more …

InternalBlue - A Deep 
Dive into Bluetooth 
Controller Firmware
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Part 3: Airdrop

All Your Wireless Are Belong To Us: Practical Attacks Against The IoT            
Dept. of Computer Science  | SEEMOO  | Prof. Dr.-Ing. Matthias Hollick 

Slides at: https://www.usenix.org/
conference/usenixsecurity19/presentation/stute
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ABSTRACT
Apple Wireless Direct Link (AWDL) is a proprietary and un-
documented IEEE 802.11-based ad hoc protocol. Apple �rst
introduced AWDL around 2014 and has since integrated it
into its entire product line, including iPhone and Mac. While
we have found that AWDL drives popular applications such
as AirPlay and AirDrop on more than one billion end-user
devices, neither the protocol itself nor potential security and
Wi-Fi coexistence issues have been studied. In this paper, we
present the operation of the protocol as the result of binary
and runtime analysis. In short, each AWDL node announces a
sequence of Availability Windows (AWs) indicating its readi-
ness to communicate with other AWDL nodes. An elected
master node synchronizes these sequences. Outside the AWs,
nodes can tune their Wi-Fi radio to a di�erent channel to
communicate with an access point, or could turn it o� to
save energy. Based on our analysis, we conduct experiments
to study the master election process, synchronization accu-
racy, channel hopping dynamics, and achievable throughput.
We conduct a preliminary security assessment and publish
an open source Wireshark dissector for AWDL to nourish
future work.

CCS CONCEPTS
• Networks → Network protocol design; Ad hoc net-
works; Link-layer protocols;

KEYWORDS
AWDL, Reverse engineering, Ad hoc networks, IEEE 802.11,
Proprietary protocol, Apple, macOS, iOS

MobiCom ’18, October 29–November 2, 2018, New Delhi, India
© 2018 Association for Computing Machinery.
This is the author’s version of the work. It is posted here for your personal
use. Not for redistribution. The de�nitive Version of Record was published
in The 24th Annual International Conference on Mobile Computing and Net-
working (MobiCom ’18), October 29–November 2, 2018, New Delhi, India,
https://doi.org/10.1145/3241539.3241566.
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1 INTRODUCTION
Apple Wireless Direct Link (AWDL) is a proprietary protocol
deployed in about 1.2 billion1 end-user devices consisting
of Apple’s main product families such as Mac, iPhone, iPad,
Apple Watch, and Apple TV—e�ectively all recent Apple de-
vices containing a Wi-Fi chip. Apple does not advertise the
protocol but only vaguely refers to it as a “peer-to-peer Wi-
Fi” technology [5, 6]. Yet, it empowers popular applications
such as AirDrop and AirPlay that transparently use AWDL
without the user noticing. We believe that public knowledge
of this undocumented protocol would be bene�cial for the
following reasons: First, since AWDL is based on IEEE 802.11,
there are potential performance and co-existence issues that
need to be identi�ed. This is especially important in reg-
ulated environments as AWDL uses various channels and
employs a channel hopping mechanism that might inter-
fere with corporate Wi-Fi deployments. Second, the Wi-Fi
driver (where AWDL is implemented) is the largest binary
kernel extension in current versions of macOS. Given the re-
cently published vulnerabilities in Wi-Fi chip �rmware [7, 8]
that might lead to full system compromise [9], we highly
recommend a security audit of the protocol and its imple-
mentations as vulnerabilities in non-standardized protocols
are even more likely to occur. For example, protocol fuzzing
requires knowledge of the frame format. Third, an open
re-implementation of the protocol would allow interoper-
ability with other operating systems, eventually enabling
high-throughput cross-platform direct communication. Such
technology is required, for example, in smartphone-based
emergency communication applications [21, 25].
To maximize the impact for the research community, we

have lifted a layer in Apple’s ecosystem and unveiled an

1Based on unit sales for iPhone, iPad, and Mac since 2014 [4].
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Abstract
Apple Wireless Direct Link (AWDL) is a key protocol in
Apple’s ecosystem used by over one billion iOS and macOS
devices for device-to-device communications. AWDL is a pro-
prietary extension of the IEEE 802.11 (Wi-Fi) standard and
integrates with Bluetooth Low Energy (BLE) for providing
services such as Apple AirDrop. We conduct the first security
and privacy analysis of AWDL and its integration with BLE.
We uncover several security and privacy vulnerabilities rang-
ing from design flaws to implementation bugs leading to a
man-in-the-middle (MitM) attack enabling stealthy modifica-
tion of files transmitted via AirDrop, denial-of-service (DoS)
attacks preventing communication, privacy leaks that enable
user identification and long-term tracking undermining MAC
address randomization, and DoS attacks enabling targeted or
simultaneous crashing of all neighboring devices. The flaws
span across AirDrop’s BLE discovery mechanism, AWDL
synchronization, UI design, and Wi-Fi driver implementation.
Our analysis is based on a combination of reverse engineering
of protocols and code supported by analyzing patents. We pro-
vide proof-of-concept implementations and demonstrate that
the attacks can be mounted using a low-cost ($20) micro:bit
device and an off-the-shelf Wi-Fi card. We propose practical
and effective countermeasures. While Apple was able to issue
a fix for a DoS attack vulnerability after our responsible dis-
closure, the other security and privacy vulnerabilities require
the redesign of some of their services.

1 Introduction
With deployments on over one billion devices, spanning
several Apple operating systems (iOS, macOS, tvOS, and
watchOS) and an increasing variety of devices (Mac, iPhone,
iPad, Apple Watch, Apple TV, and HomePod), Apple Wire-
less Direct Link (AWDL) is ubiquitous and plays a key role
in enabling device-to-device communications in the Apple
ecosystem. The AWDL protocol is little understood, partially
due to its proprietary nature, especially when it comes to se-
curity and privacy. Considering the well-known rocky history
of wireless protocols’ security, with various flaws being re-

peatedly discovered in Bluetooth [7], WEP [74], WPA2 [88],
GSM [12], UMTS [57], and LTE [51], the lack of informa-
tion regarding AWDL security is a significant concern given
the increasing number of services that rely on it, particularly
Apple’s AirDrop and AirPlay. It is also noteworthy that the
design of AWDL and integration with Bluetooth Low Energy
(BLE) are (1) driven by optimizing energy and bandwidth and
(2) the devices do not require an existing Wi-Fi access point
(AP) with secure connections but are open to communicat-
ing with arbitrary devices, thus, potentially exposing various
attack vectors.

We conduct the first, to the best of our knowledge, security
analysis of AWDL and its integration with BLE, starting with
the reverse engineering of protocols and code supported by
analyzing patents. Our analysis reveals several security and
privacy vulnerabilities ranging from design flaws to imple-
mentation bugs enabling different kinds of attacks: we present
a man-in-the-middle (MitM) attack enabling stealthy modi-
fication of files transmitted via AirDrop, a denial-of-service
(DoS) attack preventing communication between devices, pri-
vacy leaks allowing user identification and long-term tracking
undermining MAC address randomization, and targeted DoS
and blackout DoS attacks (i. e., enabling simultaneous crash-
ing of all neighboring devices). The flaws span AirDrop’s
BLE discovery mechanism, AWDL synchronization, UI de-
sign, and Wi-Fi driver implementation. We demonstrate that
the attacks can be stealthy, low-cost, and launched by devices
not connected to the target Wi-Fi network. We provide proof-
of-concept (PoC) implementations and demonstrate that the
attacks can be mounted using a low-cost ($20) micro:bit de-
vice and an off-the-shelf Wi-Fi card. The impact of these find-
ings goes beyond Apple’s ecosystem as the Wi-Fi Alliance
adopted AWDL as the basis for Neighbor Awareness Network-
ing (NAN) [19, 94] which, therefore, might be susceptible to
similar attacks. Moreover, Google Android provides a NAN
API since 2017 pending manufacturer support [38].

Specifically, our contributions are threefold. First, we dis-
cover security and privacy vulnerabilities in AWDL and Air-
Drop and present four novel network-based attacks on iOS

USENIX Association 28th USENIX Security Symposium    37
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OWLINK.ORG à OWL and OpenDrop
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Summary + Conclusion
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There is more:
Videos

• https://media.ccc.de/v/2018-154-internalblue-a-
deep-dive-into-bluetooth-controller-
firmware/related

• https://media.ccc.de/v/2018-124-pinky-brain-are-
taking-over-the-world-with-vacuum-cleaners

• https://media.ccc.de/v/2018-123-nello-nicht-ganz-
allein-zu-haus

• https://youtu.be/bKG8ZZq4oTo 

Slides 

• "Having fun with IoT: Reverse Engineering and 
Hacking of Xiaomi IoT Devices”
https://dgiese.scripts.mit.edu/talks/DEFCON26/DEF
CON26-Having_fun_with_IoT-Xiaomi.pdf
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